WoaterCast™

Philips Video Watermarking System

* Totally invisible

* Permanent: cannot be erased or overwritten

* Requires no extra bandwidth

* Does not use vertical or horizontal blanking interval (VBI/HBI)

* Robust: unaffected by video processing operations

* Open system with unique ‘secret key’ mechanism

» Multiple watermarks possible on same video signal

» Wide range of applications

The Philips WaterCast™ Video Watermarking
System is a completely new and innovative solution
for adding data to digital and/or analog video signals
for a broad variety of applications, including:
copyright verification and monitoring, mastering,
advertisement and contents verification, and remote
triggering. Video identification using this technology
is completely invisible, indelible and associates a
unique identifier with each piece of video material.
Moreover, it survives all common video processing

operations, and can be kept totally secret if required.

The Philips WaterCast™ system comprises watermarking
embedders that add identifying data to the video signal at
the time of production or transmission, and watermarking
detectors that detect and decode the identifying data by
means of a ‘key’. By deploying the detectors at sites around

the world, any marked video material can be tracked and
monitored during broadcast transmissions. Reporting on
worldwide usage can take place within 24 hours when the
system is linked to a central database.

Technology

Philips’ video-watermarking technology is based on
hiding information in the video as a modulated and
adaptive noise pattern, using a secret key. VVithout
this key, it is virtually impossible to remove or
even detect the presence of the ‘watermark’.
As the noise pattern has very low energy
and is continuously adapted to the
contents of the picture, the
watermark is invisible (even to
so-called ‘golden eyes').
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And because of the watermark signal’s built-in redundancy, it
can withstand repeated recording and playback on standard
consumer VHS recorders. All common video processing
operations found in studios and in transmission paths, such
as,A/D and D/A conversion, noise reduction, MPEG
compression and decompression, PAL/NTSC coding and
decoding, 50/60-Hz conversion, scaling and cropping, will not
erase or obliterate the watermark. Neither can it be
overwritten. It stays in the video material permanently and
any attempt to destroy the watermark will also ruin the
quality of the video material.

As well as being extremely robust and invisible, the Philips
watermarking technology does not require additional
bandwidth neither does it make use of the vertical or
horizontal blanking interval (VBI/HBI) or change the format
of the video signal. Moreover, multiple watermarks can be
applied to the same video signal, either at the same or at
different stages in the production process or broadcast
chain, using different keys.

The system’s uniqueness is based on ‘secrecy’. Even if it is
known that video content is watermarked, finding it — let
alone destroying it — will be a fruitless task. Unlike common
watermarking methods, the Philips WaterCast™ system
does not rely on the secrecy of the watermark algorithm
and therefore obeys the well-established Kerkhoff's principle
in cryptography, which states that ‘security by obscurity" is

flawed, The Philips WaterCast™ system is based on a 'secret-

key mechanism’. As the algorithm is not secret, any company
can make equipment for use with what is essentially an
‘open’ system.

The requirements for invisibility and robustness mainly
determine the transmission rate of the watermark data.

As the Philips watermarking technology is very flexible,

the scope for trading off transmission rate against invisibility
and robustness is very large. '

The bitrate is selectable (up to 72 bits per second) and also
the embedding depth (i.e. the energy of the embedded
watermark) is adjustable.

Using a unique and patented method, the ‘false detection’
rate is kept extremely low.
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Applications

The Philips WaterCast™ video watermarking system can be
easily integrated into production and post-production setups
for a wide range of copyright verification and monitoring
applications, including:

* Broadcasting: adding copyright notices and monitoring use
(and abuse) of news, sports and video news releases, etc.

* Distribution: adding copyright notices and identifying
recipients (fingerprinting), tracing the source of illegal
copies.

* Mastering: adding copyright notices as proof of original
ownership.

« Advertisement verification: adding an ID that is unique to
each advert, as a means of checking agreed usage.

« Contents identification and archiving: adding meta-data,
e.g. title, scene, director, cameraman or camera position,
to video material.

+ Remote triggering: adding non-corruptible trigger data at
the source.

System equipment

The Philips WaterCast™ system comprises a multiple-
standard (50Hz/625-lines and 60Hz/525-lines) watermarking
embedder (encoder) and detector, both of which are
supplied as separate TriMedia™ (Philips" high-performance
multimedia processor) powered boards housed in a standard
19-inch (1HE) rack-mounting unit. The Philips WaterCast™
watermark embedders and detectors can be connected to
any standard Windows PC through an Ethernet connection.

Via this concept it is easy to control and use the equipment
remotely (e.g. via Internet).

The embedder preserves video signal quality so that no
visible losses are betectable,

Main features Embedder:
* Real-time operation
+ SDI input/output with full SDI transparency
= 525 and 625 lines operation
+ Fail-safe provision
(loop-through of input signal in case of failure)
+ Trigged and timed (EBU/SMPTE timecode) scheduling
« Open APl (Windows NT) platform
* Up to 72 bps payload
* Adjustable watermarking — imprint depth
* Protection for double watermarking
(with same secret key)

Main features Detector:

* Real-time operation

* 4 detectors in one unit

« CVBS input (PAL/INTSC/SECAM)

* Open APl (Windows NT) platform with Ethernet
connection

* lLogging memory (24 hours) in case of PC failure
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Technology behind WaterCast
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